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Intentional Electromagnetic Interference

% S
W N
LT

“Intentional malicious generation of electromagnetic energy, introducing
noise or signals into electric and electronic systems, thus disrupting,
confusing or damaging these systems for terrorist or criminal purposes”

—— |EC 61000-2-13
(originally from a resolution of URSI General Assembly, Toronto, 1999)

Possible Targets:
* (Smart-Grid) Power Networks
« Telecom systems
* Financial systems
* Medical Care
« Radio/TV Broadcasting
« Transport infrastructures
 eftc...

2020 Italian URSI Annual Meeting POLITECNICO MILANO 1863



(7

: lu,,
N
Y

k

S
=
=
E
)
=
=
E
%

=
Z
Z

Electromagnetic Environment S

Interference mechanisms
« Conducted

 Radiated
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Radiated HPEM field

High power electromagnetics

High-power electromagnetic fields with peak electric field
levels that typically exceed 100 V/m

~ 10_1 T

i Lightning® Narrowband?
Range dependent
x (e.g. HPM, HIRF, etc.)
w
Spectral HEMP  Wideband (UWB) /|

density " Range dependent
w

(V/m)/Hz \ A
<f Al
1/?

~ 10-3

1/w?

EMI Environments?

\

N—

~10kHz ~1MHz ~10MHz ~300MHz ~1-10GHz
Source: IEC 61000-2-13
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Radiated HPEM field

§ {

High power electromagnetics

High-power electromagnetic fields with peak electric field
levels that typically exceed 100 V/m

~ 10-1 |
| QM Narrowband?
Range dependent
(e.g. HPM, HIRF, etc.)

1w
Specteal HEMP  Wideband (UWB) |
(V/m)/Hz 1o Range dependent A
~ 103 A
<fA Ll

EMI Environments?

\ —

~300 MHz  ~1-10 GHz

~10 kHz ~tMHz ~10 MHz

Source: IEC 61000-2-13
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Radiated HPEM field (i gﬂ

High power electromagnetics

ity lmn\‘

High-power electromagnetic fields with peak electric field
levels that typically exceed 100 V/m

~ 10" |
T QM Narrowband?

Range dependent
(e.g. HPM, HIRF, etc.)

Mow
donsity Wideband (UWB) |
(V/m)/l-llfz Yo Range dependent

~ 10-3

A A
R S
1/e?

1/w?

EMI Environments?

\

-

~10kHz ~1MHz ~10MHz ~300MHz ~1-10GHz
Source: IEC 61000-2-13
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Radiated HPEM field

High power electromagnetics

it l\\\‘

High-power electromagnetic fields with peak electric field
levels that typically exceed 100 V/m

~ 10" |
T QM Narrowband?

Range dependent
e.g. HPM, HIRF, etc.)

1w
et ideband (UWB)) /|
(V/m )/HZ Range dependeA A
. -3
10 A N

1/w?

EMI Environments?

~10kHz ~1MHz ~10MHz ~300MHz ~1-10GHz
Source: IEC 61000-2-13
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Radiated HPEM field

High power electromagnetics

it l\\\‘

High-power electromagnetic fields with peak electric field
levels that typically exceed 100 V/m

Narrowband?
Range dependent
= . HPM, HIRF, ete?

1w
Sd%?;ti:sl ideband (UWB)
Kot g
~ -3
10 A >

1/w?

EMI Environments?

~10kHz ~1MHz ~10MHz ~300MHz ~1-10GHz
Source: IEC 61000-2-13
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Radiated HPEM Spectrum
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Narrowband and Wideband

Transient Excitation Voltage Spectral Magnitude of Excitation Voltage
1E-8 p——rrrrrm——rry _
ooF ] : nearly a single frequency of power
06F . 1E-9F 1 delivered over a time frame
04 N E
V(t) 8:3 i i V@) 1E10g 3
02 — ] F
04 N 1E-11E 3
0.6 b :
:(1)3__ | i ) i | ] 1E-12 s ol Ll L1l Lo e
- 0 1E-8 2E-8 3E-8 4E-8 SE-€ =8 152 o i La

Time (sec) Frequency (GHz)

Source: IEC 61000-2-13

Waveform used (in time domain; normalized)
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T
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|
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|
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1

a single pulse

e e il PRGN NERERRY.. [ W

Electric field

PP N (-
| |
-O.B’J””L ,,,,,,, b e il

|

I, gy
|
|
|
|
=

1 1 1 1 1 1
2 2025 205 2075 21 2125 215
Time [s] x107

Source: Mansson et al. (2008)
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Wideband Radiated HPEM

Ty o
A
Urtgspgpn

Definition as per IEC 61000-2-13

Bandwidth [f..., f...] contains | - |’ |
90% of totallotvavng%y | V(jo)| do Band ratio
. =09 £
A =y p = 2l
A V(Ja)) dw .
g A\ 6 ﬁow
= /N N

Ty |
7 e L9 . . '
i "\-\_______f' ..H‘- I|I l.ll
|Jl : e S
| - \
j|

A >
Jow | Jigh
NARROWBAND b,<1.01
i MESOBAND 1.01<b, <3
WIDEBAND -~ SUB-HYPERBAND 3<b,<£10
HYPERBAND b.>10
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Uncertainty of IEMI Environments

[...] the standardization process for HPEM environments is more difficult. The

recommended approach is to investigate the various types of HPEM
environments that have been produced to date and are likely to be feasible in
the near future, and then to develop suitable HPEM standard waveforms from
such a study. Such HPEM environment standard waveforms can be amended in
due course, depending on emerging technologies that make it possible to

produce them.
—— |EC 61000-2-13
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State-of-the-art

%

N /Ab

What has been done in the past research?

Mostly experimental activities: radiated susceptibility (RS) test for
different victim system against canonical HPEM/IEMI

» Observe effect
Find threshold

Build a disruptor » Excite system
Choose a system with EM field
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State-of-the-art

What has been done in the pa

Mostly experimental activities

different victim system agains=.m=

Build a disruptor
Choose a system

)

2020 Italian URSI Annual Meeting

Excite system
with EM field

. . . HPEM,/IEMNMIL Testing .
Publication Victim evetem et facility Svetem effecta
Beek 2016 Radio base station * Physicsl damage
[69] — W DI # Raceiver aaturation
- # Magling signal
a o o # Bipolar # CTEM cell LVPF cable iz more susceptible
Egu]l-a o018 R ;:Kaum hyperband pulse  » Reverberati than telephone ‘Ethernet
- = W on chamber  cable
= HEMP
. # Computers ] = Bit error
Nitach 2004 | 1 ficroprocessor ;Fmpf’l“;]f;]a TEM cell * Loot frames
* Basic ICs . ;IFIGI’IM * Brealdorm
Camp 20002 i = TWEB # Breakdowm
hlicrocontroller « EME: TEM cell o dectructi
Manazsen # Narrowband # Svetemn crash, self-recovers
2008 GPS recaiver « HPM MCP‘”I“ ® Loas of function
[7] = UWE ® Permanent damage
Fhowu 7 ilicon-
=] 2010s fimn]. : bazed HEM DT Thermal burndown
# Disturbance
B 2010 = "WE # Diata rate decrease
— : network ® T e, - interrmuoption
[E“]‘““ = coTsIT k DS pule TEM cell Short
' » HPM pulse » Total failure (Reset nesdad)
* Dieatruction
Li 2018 {c“’mP“F";ﬂm Douhle NTbased . Bix error .
65 CTEEE 3 ial method Communica
[65] Fyretem sponential pulae interrupted, restart requried
Eraitlow
2015 Computer network  Pulse train Open-ares  * No effect
* Communication
2015 % Secondary symam  CW Bel :Pl;?e;t:iﬁaﬂu:e
o of substation HEM TEM cell
[74] [recoverable)

# Loae of trip record

Proeamycki
2018
[75]

Diarnage
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What has been done in the past research?

ity lmn\‘

Mostly experimental activities: radiated susceptibility (RS) test for
different victim system against canonical HPEM/IEMI

Build a disruptor » Excite system » Observe effect
Choose a system with EM field Find threshold

Common issues:

 lack of general representativeness (results valid only for the specific
waveform applied)

 lack of prediction models for assessment
e contradictory conclusions...

overlook of uncertainties
iInvolved in coupling link!
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Challenge & Research Objective

Classification of the uncertainties

and wave polarization (n)

Uncertainties involved in the
coupling link

Source: TD/FD waveform @
Z

Coupling path:
Incidence direction (0,0)

Victim system: geometrical
and/or electrical parameters
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Objective

Assessing the radicted susceptiility
of systemn  agalinst — radiated
HPEM/IEMI, with special attention
pald to the uncertainties fnvelved in
the coupling link through worst-case
and statistical analysis
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H
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Full-wave Field
Coupling (FC) Model

Fast evaluation of system response under arbitrary HPEM pulse waveform
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Reciprocity-based FC model
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* Any linear system is treated as an unintentional antenna

Transmitting mode

By full-wave simulation: .
= far-field radiation pattern g
= antennaimpedance Z

a

Recelving mode

The port voltage/current can
be evaluated by post-

A

processing f# and z

a
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Multi-port formulation sl

The victim system is treated as a linear multi-port network

Impedance matrix Z, l

n]ﬁ\;\]:;::k Tr ; o o o o
+ VP,I -0 + I}P,N-o

Transmitting mode (N full-wave simulations)

Impedance matrix 7, F,, (w,0,0)=re™E_ (w,r,0,0)
N-port jpl
network °
Port 7
. 5.1
terminal complex-valued
radiation patterns
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Coupling Length

* Receiving mode

Impedance matrix 7,

N-port
network
Port
terminal

A

L= —2;%)\] ZL (Za + ZL)_I [Fﬁ cos 1 + ﬁ‘¢ sinn]
0
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Coupling length (SI: meter)]

>

L

Ei

/"Expressed as function of: I
* Input impedance matrix
« Complex radiation patterns

For any possible 6, ¢, n and

\_terminal loads /

* T Liangetal., IEEE Access, vol.7, 2019
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G. Spadacini, T. Liang et al., IEEE Trans. on EMC, vol. 60 , no.5, 2018.
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Computational advantage

%

Example

»  One port system YE Sullwave) < T —

« 10° sets of incidence &
polarization angles
 Full-wave solver: FIT

~ 20minx10’

~ 3.8 years!

z
J
VL['J 2

o

I}

(fulhwave) T ]1( postprocess)
~ 20 mm+ 10 min

~30min!
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Solving the uncertainty of
IEMI Source: Worst-
Case Coupling Analysis

Accounting for the uncertainties of HPEM source waveforms
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Worst-case HPEM coupling analysis
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What is the worst-case scenario?

!
\\“
&y
/
()

A set of different attributes (norms) of induced waveform f(t) are correlated to
susceptibility effect of electronic system.

Figure of Susceptibility Sem  —— SR ) iy
merits effects [o]1]o]o]o]1]o]o0 0|1|0|0|0|0]1 ‘ '

Bit error /
|f (t) | max wo-norm  Peak overvoltage

Received

breakdown

+ 00
)12 dt squared Overheat /
j_ F©l 2-norm Elistiggy Burnout

+00 . : :
j FOldt  1norm  Rectified Dielectric
_ Impulse puncture

Rising speed, repeat rate, pulse polarization, ...
Other norms and non-norm attributes...

« D. V. Giri, High-power Electromagnetic Radiators: Nonlethal Weapons and Other Applications. Cambridge, MA, USA:
Harvard University Press, 2004.
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Worst-case HPEM coupling analysis
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What is the worst-case scenario?

A set of different attributes (norms) of induced waveform f(t) are correlated to
susceptibility effect of electronic system.

Figure of Susceptibility
merits effects

Bit error /
|f (t) | max wo-norm  Peak overvoltage
breakdown
+ 00
)12 dt squared Overheat /
— (Ol 2-norm SN Burnout
+ o0
Rectified Dielectric
t)| dt -
j_oo IF (el IS Impulse puncture

Rising speed, repeat rate, pulse polarization, ...
Other norms and non-norm attributes...

« D. V. Giri, High-power Electromagnetic Radiators: Nonlethal Weapons and Other Applications. Cambridge, MA, USA:
Harvard University Press, 2004.
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What is the worst-case scenario?
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Worst-case HPEM coupling analysis
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A set of different attributes (norms) of induced waveform f(t) are correlated to
susceptibility effect of electronic system.

Figure of Susceptibility
merits effects

Bit error /

|f (t) | max wo-norm  Peak overvoltage
breakdown
+ 00
)12 dt squared Overheat /
j_ IF (ol 2-norm SnEEY Burnout

—» Impulse puncture

+ 0o — . . .
U FE s | e Rectified Dlelectrlc1

Rising speed, repeat rate, pulse polarization, ...
Other norms and non-norm attributes...

« D. V. Giri, High-power Electromagnetic Radiators: Nonlethal Weapons and Other Applications. Cambridge, MA, USA:
Harvard University Press, 2004.
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Worst-case HPEM coupling analysis

d/ 4(

\J A

What is the worst-case scenario?
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A set of different attributes (norms) of induced waveform f(t) are correlated to
susceptibility effect of electronic system.

Figure of Susceptibility Sai  f—— SN ) iz
merits effects lo[1]ofofo]1]ofo 0IIIOIOIOIOJl ,

Bit error / Y
|f (6) | max w-norm  Peak overvoltage Ilii;lgdlllll110I_I011]0I01010]1 |
breakdown
+0co
)12 dt squared Overheat /
j—oo 7@l 2-norm Energy Burnout
+ 00
Rectified Dielectric
t)| dt -
j_oo £ ()] f-norm | lse S churs

Rising speed, repeat rate, pulse polarization, ...
Other norms and non-norm attributes...
« D. V. Giri, High-power Electromagnetic Radiators: Nonlethal Weapons and Other Applications. Cambridge, MA, USA:
Harvard University Press, 2004.
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Worst-case HPEM coupling analysis

What is the worst-case scenario?

Worst-case scenario: Victim system is subject to a particular HPEM field
whose waveform is capable to maximize certain norms of the induced

voltage/current.

Worst-case peak scenario - Maximizing waveform peak (co-norm)
Worst-case energy scenario - Maximizing dissipated energy (2-norm)
Worst-case rectified-impulse scenario = Maximizing rectified-impulse (1-norm)

Constraints on the electric field waveform/spectrum:

1. Band-limited E(0)=0,0¢c[a, o]
EA'I. (a))rda)ZWE

2. Energy bounded

1

2/,

G. Spadacini, T. Liang et al., IEEE Trans. on EMC, vol. 60 , no.5, 2018
et al., IEEE Access, vol.7, 2019

T. Llan_%
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Worst-case peak scenario

The optimization

Constrained optimization:

max:J=V,, = 2L " L(0)E (0)e™do <3 IFT to obtain the TD voltage at t,
g v
<
S.I.:L “\E (a’)rd‘”:WE {3 Constraint of field energy
| 2nZ, 0l
Solution in closed form ) ‘E(m)‘oc ‘L(m)‘

Worst-case field _ _ ,
Magnitude is proportional to the

Eg(ﬂ’) = |— ?i'ZUWg i(m)* e ]Enagnituc!e offcoupgng length, so to Ita_uvor
I L(o)| do J frequencies of good receiving properties
]

ZE (@) =~(£L(@)+or,)
VAT phase is opposite to the phase of coupling
~ 2
V. » \/ "' E j%‘L(m)‘ do length to compensate delay, plus an angle
]

Worst-case load voltage peak

'

T ot, to position the peak at desired time ¢,.
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Worst-case peak scenario :( o
/h/
What does the field/load waveform look like? ‘
UHF, We=1 mJ/m2, 0=30°, ¢p=0°,n=45°  *| e e il
g |
_|_( [0 >
A =4,
J > V
20 -
20 2I5 3‘0 3I5 4IO 4I5
-5 t [ns]
9 ><10| ; ; .
200 | ]
E L5l VLP —_ 2202 V
~
= oo
= i
S iilflitc
G 05
-100 |
0 . . . . .
0.5 1 1.5 2 2.5 3 20 95 30 35 40 45
f |GHz] t [ns]
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Worst-case energy scenario

The optimization

Constrained optimization:

I pe~ 1 5P Q The worst-case for dissipated
: - = 7 r pate
max : W, = Qo f_% 7% Vi| dw energy is a narrowband HPEM
Lt pulse tuned into the frequency for
ot - 1 f“‘" E (w)?dw W which the coupling length exhibits
O 7, J - E - F maximum value
: U The narrower the pulse, the higher
Solution < the energy, with an asymptote in
1 oo a2 SYE 2 )
W, g;j; E max{Re(ZL 112 }dm w = 2l {L}
B 'fh—l |2 1 4o oA 2
_max{RekZL ) };ﬁ E| dw
SRS O In practical term, a bandratio as low
= Z,Wy max{RE(Z; ) L } ~ as 1.001 could approach this limit
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Worst-case rectified-impulse scenario

The optimization

Constrained optimization'
Holder’s inequality

max : S —j
_ : (ol dott. Js: (z)s, (= H Js: (2)], s> (=),
constrain TZO i z( ) = _—i__:l
P g
HV () HV (2)) - O The rectified impulse can be made
J 2 L 2 L :
L = v, (t H v arbltrarlly large by reducing the
H LP bandwidth

< QIf the center frequency of the
narrowband signal was optimally
tuned, a worst-case condition for
energy would be simultaneously
L reached.
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No solution possible
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Worst-case energy/rectified-impulse ~5 dq;:"
What does the field/load waveform look like? Ty
b, = 1.001, f. = 735 MHz b, = 1.01, f. = 735 MHz
9] ' ' ' D) u
IAAYAYAVAVAVAYS - 2| o\/\/\/\/\/\/\f _
— -2 — 9
ji\ 4480 4485 449 3%\ 15 o s
921 maz(|E;|) = 0.77 kV/m | 921 ' maz(|E;|) = 2.44 kV/m
Wg =1 mJ/m? Wg =1 mJ/m?
0 2060 4060 6060 8000 0 500 1000 1500 2000
t [ns] t [ns]
2 . .

Sl R B O 11

4480 4485 449
455 465
0 0|

-0y }/VL =777 %10~ 7] 107t WL = 7.09 X 10_7]

Vi [V]

Vi V]

~

20} 896X 107¢Vs | | Jup = 281 %107 Vs
0 20I00 4000 6000 8000 0 500 1000 1500 2000
t [ns] t [ns]
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Including the uncertainty of
coupling path: Combined
Worst-Case Statistical
Analysis
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Angle dependence

Worst-case peak waveforms are
dependent on 4, ¢, 7
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Statistical Analysis

Assuming unknown field direction/polarization as random
variable with Uniform Distribution

0~U[0,90" |,¢~U|0,360" |17~ U] 0,360"

¥

Upper hemisphere All possible polarization angle

\ . 4
Y

« Evaluate by Monte Carlo simulation the Cumulative
distribution function (CDF) of worst-case norms (e.q. peak)

* Impact of system parameters (impedances, length, height, etc.)
by parametric analysis
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Impact of harness length / %
Negligible impact on the worst-case peak CDF
Random 6, ¢, n
1 . .
E
2
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200 ©
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Impact of height h

Larger height, larger CDF quantiles
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Impact of terminal load R
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TL mismatching (Zc = 180 Q) implies larger quantiles
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Conclusion

Assessment methodology for IEMI

" Multiport coupling model based on full-wave simulations
Exploiting reciprocity to save computational time related to the need of
repeated computations for different incidence and polarization angles

= Evaluating the “coupling length” transfer function

» Prediction of Radiated IEMI effects
Uncertainty of spectral properties of the field through worst-case norms

» |Induced-voltage peak — wideband waveform
» dissipated energy & rectified impulse — narrowband tuned

waveform
Uncertainty of coupling link (incidence, polarization) by statistical and

parametric analysis
Results expressed as cumulative distribution functions of worst-case norms
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Many Thanks for Your Attention!




